Ham Radio Operators and
Mesh Networking

Amateur radio operators - "hams" - have been among the earliest and most enthusiastic adopters
of LoRa mesh networking. The overlap is no accident. Decades of experience with emergency
communications, antenna theory, radio propagation, and community-oriented operating makes
licensed amateur operators uniquely well-suited to deploy, maintain, and extend mesh networks.
This page explores that overlap in depth.

Why Ham Operators Gravitate
Toward LoRa Mesh

Emergency Communications Experience

Many amateur radio operators are active in ARES (Amateur Radio Emergency Service), RACES
(Radio Amateur Civil Emergency Service), CERT teams, Red Cross communications units, or local
emergency management organizations. These groups train to provide communications when
conventional infrastructure fails - exactly the scenario where a decentralized, infrastructure-free
mesh network excels. Ham operators already think in terms of off-grid radio links, battery backup,
portable deployments, and redundant paths. LoRa mesh extends that capability to long-range
digital data - text messages, GPS positions, sensor readings - without requiring any centralized
infrastructure.

Antenna Knowledge

Antenna performance is perhaps the single largest variable in LoRa mesh link quality. A node with
a well-built, properly tuned, and correctly mounted antenna can dramatically extend its effective
range - often by multiples - compared to the same hardware with a stock stub antenna mounted
poorly; actual gains vary widely with terrain and antenna height. Ham operators understand
antenna gain, feed-line loss, polarization, ground plane effects, and the value of height above
average terrain (HAAT). This knowledge translates directly: a licensed ham who has built a 2-meter
J-pole already understands why mounting a 5.8 dBi 915 MHz collinear on a roof peak outperforms
leaving the device on a windowsill.



License-Free Operation Is Not a Barrier

A counterintuitive point: LoRa mesh on the 915 MHz ISM band operates under FCC Part 15,
meaning no license is required at all. Some hams initially assume that radio experimentation
requires a license. In the case of LoRa mesh, it doesn't - and this is a feature, not a limitation. A
licensed ham can share mesh networking with family members, neighbors, or community
organizations without any licensing barrier. The technical expertise that comes with a license is an
advantage; the license itself is simply not required for ISM-band operation.

Alignment with Ham Radio Values

The FCC's basis-and-purpose rule (47 CFR 97.1) lists five principles for the amateur radio service -
including its value to emergency communications, advancing the radio art, and training a pool of

skilled operators - which align well with mesh networking. Several of those principles map directly
onto LoRa mesh:

e Self-sufficiency: A mesh network functions with zero internet infrastructure. Nodes relay
messages peer-to-peer across potentially miles of terrain.

e Community service: Mesh networks are designed for use in disaster zones, underserved
communities, and rural areas lacking cellular coverage, to provide basic text
communication and position reporting.

e Technical experimentation: LoRa is a genuinely interesting radio technology - spread-
spectrum chirp modulation, link budgets exceeding 150 dB, and receive sensitivity around
-130 to -148 dBm. It rewards the kind of technical curiosity that drives amateur radio
licensing in the first place.

FCC Part 15 vs Part 97: How the
Rules Interact

Part 15 - Unlicensed ISM Band Operation

LoRa mesh (Meshtastic, MeshCore, and similar systems) operates in the 902 - 928 MHz ISM
(Industrial, Scientific, and Medical) band in the United States, regulated under FCC Part 15. Key
characteristics of Part 15 operation:

e No license required for any operator
e Maximum transmit power limits apply: up to 1 watt (30 dBm) conducted output for
digitally-modulated or =50-channel frequency-hopping systems under 15.247, with
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antenna gain up to 6 dBi. Above 6 dBi you must reduce conducted power dB-for-dB by the
amount the gain exceeds 6 dBi. (The relaxed point-to-point antenna allowance in
15.247(c) applies only to the 2.4 GHz and 5.7 GHz bands - there is no point-to-point
exception in the 902-928 MHz band.)

e Devices must not cause harmful interference and must accept any interference received

e No station identification requirement

e No third-party traffic restrictions

e No prohibited content rules beyond general FCC regulations (no obscenity, etc.)

Your amateur license does not change any of these rules when you operate on Part 15. You are
operating as an unlicensed Part 15 user, the same as anyone else.

Part 97 - The Amateur Radio Service

Part 97 governs licensed amateur radio operation. It allows much higher power levels, operation on
exclusive amateur frequencies, limited one-way transmissions such as beacons and telecommand
(broadcasting to the public is prohibited under 47 CFR 97.113(b)), and a range of other privileges -
in exchange for stricter rules. Key Part 97 requirements include:

e Station identification: every 10 minutes during operation and at the end of a
communication, using your callsign

e Restrictions on pecuniary interest: with narrow exceptions, you may not transmit
communications in which you or your employer has a pecuniary interest (47 CFR
97.113(a)(3)) - organizations with paid staff should review this rule before assigning
amateur-radio duties to employees

e No music, obscenity, or intentional interference

e Third-party traffic restrictions apply to some countries

e Encryption rules: messages may not be encoded to obscure meaning (though there is a
narrow exception for control of remote stations)

Important: Meshtastic channels use AES256-CTR encryption; MeshCore channels use AES-128.
Both also use public-key cryptography for direct messages. This encryption is used for
confidentiality and channel separation. With its default encryption enabled, LoRa mesh cannot run
under Part 97, because Part 97 prohibits encoding transmissions to obscure their meaning. This is
not a problem for everyday use: a standard encrypted mesh simply operates under Part 15 instead,
where encryption is perfectly legal. Note, however, that Meshtastic offers a documented "ham
mode" for licensed operators - enable the licensed setting, use your callsign as the node name, and
clear the PSK to disable encryption - under which the node can operate within Part 97 rules. That
mode steps outside the normal community mesh.

The Licensed Ham Running Mesh:
Practical Implications



When a licensed amateur operates a standard (encrypted) LoRa mesh node:

e Their mesh operation is entirely under Part 15 - their license is not implicated

e They do not need to identify their mesh node with their callsign (though many choose to
as a courtesy)

e Running the standard encrypted mesh, they cannot claim Part 97 power privileges for
their mesh transmissions. (A ham who disables encryption and identifies per Part 97 - see
Meshtastic's ham mode above - may operate under amateur rules, but is then outside the
standard community mesh.)

e If they simultaneously run APRS or other Part 97 modes (e.g., a dual-radio node with a
separate VHF radio for APRS), those Part 97 transmissions must comply fully with Part 97
identification requirements

The practical takeaway: operate your mesh on Part 15 ISM band, and the presence or absence of
your ham license changes nothing about what you can do. Your license brings knowledge and
community - not additional rights on the ISM band.

Common Ham Radio + Mesh
Scenarios

ARES Supplemental Mesh Deployment

ARES teams increasingly deploy LoRa mesh alongside their traditional VHF/UHF voice infrastructure
during activations and exercises. The mesh provides:

e A persistent digital channel for text messages, freeing voice channels for coordination
traffic

e GPS position reporting for all team members visible in real-time on the map

e Sensor data (weather, power status) from fixed sites

e A redundant path that works even if repeaters fail (mesh is peer-to-peer, not repeater-
dependent)

Typical ARES mesh deployments use Router-role nodes at high elevation (repeater sites, hilltops,

tall buildings) to provide backbone coverage, with Client nodes carried by operators. The mesh
coexists with VHF/UHF voice and does not interfere with it.

Mesh as APRS Supplement



APRS (Automatic Packet Reporting System) on 144.390 MHz has been the primary vehicle tracking
and position reporting tool for hams since the 1990s. It works well but has limitations: digipeater
coverage is incomplete in rural and mountainous areas, and the 1200-baud AX.25 channel can be
congested in urban areas during events. LoRa mesh with APRS bridging provides a complementary
system:

e Mesh nodes can relay position reports to APRS-IS via an internet-connected gateway node

e In areas where APRS digipeaters don't reach, mesh extends position reporting capability

e Position reports from unlicensed mesh participants stay on Part 15 within the mesh. But if
a gateway bridges those reports onto APRS (whether onto RF directly, or into APRS-IS
where an IGate may gate them back to RF), they become third-party traffic transmitted
under the gateway operator's callsign - the licensed operator is responsible for that traffic
under 47 CFR 97.103 and 97.115, and should decide deliberately whether to gate non-
licensed participants' positions.

For the APRS bridging component specifically (the Part 97 radio side of the gateway), a Technician

class license or higher is required. See the page on APRS and Meshtastic Integration for technical

details.

Portable/SOTA/POTA Operations

Some Summits on the Air (SOTA) and Parks on the Air (POTA) activators carry small LoRa mesh
nodes alongside their HF or VHF equipment. The mesh node allows family members or chasers to
see real-time position while the operator focuses on radio operation. nRF52-based nodes can run
for days per charge, and small trackers (for example the Seeed T1000-E) weigh only tens of grams
- bare boards are lighter, while complete nodes with battery and case weigh more - which makes
them practical for backpacking activations.

Summary

Licensed amateur radio operators bring a unique combination of technical knowledge, operational
experience, and community orientation to LoRa mesh. The regulatory framework is simple: a
standard encrypted mesh runs on Part 15 ISM band regardless of whether the operator holds an
amateur license. The license brings expertise, community, the ability to run complementary Part 97
systems alongside the mesh, and - via ham mode - the option to run an unencrypted, identified
node under Part 97. But the standard mesh itself needs no license at all.
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