Neighborhood Watch and
Community Safety

LoRa mesh networks provide a resilient communications layer for neighborhood watch programs
and community safety initiatives - one that works when cellular towers are congested or offline.
Keep in mind that mesh is best-effort, short-text, and range-limited: it has no guaranteed delivery
and is a supplementary coordination layer for non-emergency neighborhood communication. For
any actual crime or safety emergency, call 911 - never rely on mesh delivery for urgent safety
alerts.

Why Mesh for Neighborhood Safety

e No internet required - Mesh works when ISPs are down, cell towers are overloaded
(emergencies, outages), or when users want to avoid commercial platforms.

e No recurring fees - No monthly airtime or subscription fees after the upfront hardware
cost, and no corporate data collection. Note that your messages stay local only if you
avoid bridging the mesh to public MQTT.

e Long battery life (depends on role) - Runtime varies a lot by how the node is used: an
actively-transmitting handheld may last hours to about a day, a low-duty repeater days to
weeks, and a solar-powered low-duty node can run indefinitely. Phones die; a dedicated,
well-provisioned mesh node keeps running.

e Range - A well-sited, elevated rooftop repeater can cover much of a typical low-rise
neighborhood under line-of-sight conditions, letting block captains communicate without
being within shouting distance. Coverage depends on antenna height and terrain and is
not guaranteed in dense or hilly areas, where additional repeaters may be needed.

Practical Setup for a Neighborhood
Network

1. Anchor repeater first - Identify the highest accessible point in the neighborhood: a
rooftop, tall fence post, or second-story window. Place one solar-powered repeater there.



2. Deploy block captain nodes - Each block captain gets a dedicated node (or pairs a

phone running the Meshtastic app with a connected LoRa device - the phone app controls
a paired node and cannot join the mesh on its own). Configure all on the same channel
with a shared PSK.

3. Establish a private channel - Use a custom channel name and PSK so neighborhood
communications stay among members, not broadcast to the wider public mesh. The PSK
(encryption), not the modem preset, is what keeps your traffic confidential.

4. Choose an appropriate preset - For most neighborhoods, Long Fast or Medium Slow
provides adequate range. Note that the modem preset trades data rate against
range/sensitivity; it does not control who can hear you. To deliberately limit reach, lower
transmit power or use a shorter-range preset, and rely on the PSK for confidentiality.

Message Types and Limits

LoRa mesh is optimized for short messages - the Meshtastic maximum text payload is roughly 228
bytes (up to a couple hundred characters depending on encoding). This works well for:

Alert notifications ("Suspicious vehicle, 4th and EIm, blue sedan")
Status check-ins ("Block 3 captain - all clear")

Coordination ("Meeting at 7pm, Johnson's house")

Position sharing (GPS coordinates visible in Meshtastic app map)

It is not designed for voice or images, and long-form text is impractical (it must be chunked) due to
the low bandwidth. For those, mesh serves as a coordination layer pointing people to other
resources.

Integration with Existing Programs

Mesh networking complements rather than replaces existing neighborhood watch infrastructure. It
pairs well with:

e Existing Nextdoor/neighborhood Facebook groups (for non-urgent longer communication)

e Police non-emergency tip lines (mesh for intra-neighborhood, phone for reporting to
authorities)

e Physical logbooks and documentation (mesh doesn't replace written records)
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